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Working with

cohraNet

Introduction

CobraNet is a reliable and proven technology that enables transport of high quality, real-time digital audio over a
standard Ethernet infrastructure.

Note: CobraNet is a technology developed and owned by Cirrus Logic, which sells and/or licenses the technology to
third parties. The information contained in this section is subject to change without notice.

CobraNet is an isochronous data delivery system at its core but, Ethernet is not an isochronous data delivery
system. Ethernet is a first come, first served, best effort system and will not even guarantee delivery of data.
Knowing that, it is easy to see why CobraNet technology represents such an achievement and why certain
constraints and operational parameters must be understood in provisioning the Ethernet that CobraNet uses.
CobraNet uses Ethernet to perform tasks that Ethernet does not normally do. Therefore, real understanding and
proper care are required to ensure consistently good performance.

The primary differences between a CobraNet network and a data network, that an IT professional should note, are
as follows:

e Data network traffic is typically bursty, whereas CobraNet network traffic is largely consistent.

e CobraNet networks can use far more multicast traffic than normally seen on data networks.

e CobraNet is intolerant of data errors or bandwidth over-subscription that data networks can often tolerate.

e The CobraNet audio protocol itself is strictly layer 2 (Ethernet). It cannot be routed.

e Management functions used by CobraNet are implemented with high-level IP protocols, such as SNMP and
TFTP.

A

CobraNet 2—FhIERBRYAT SRR, (F15 B R E L FEE B LAIE— MRIELUK MZEF &),
X :CobraNet /2 Cirrus Logic FFRFHABH—IEA , HEFIEE=. XPoHERINETELARSIT
EBA.
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CobraNet FIZLE—FELHEIRERASR  (BRLUANAZE—MESRIEIEERZRS. Ethernet SEANTE

AHREUENERTE., THRXYEE  AZBETA CobraNet FIARIXFE—MIBFAR AL

JNEETR/E CobraNet FfTFIAY Ethernet RYSELERRFBIFIHRIESEL, CobraNet {8 Ethernet SRECINIE E1H R T Ethernet
FEELHIRYESS. Bt , EIERIERSIERIEREVRLN , LUHR—ENNEERN.

T “'5%25_\'212&,@:'] — CobraNet F1—MUEMBHEERNNARETN LA :

o HUENMEBEEERMAENAMRY , 2AT CobraNet RIFENARER

e CobraNet PZ&EEMEEFILL B RAVEIRMNE S B LNSIET BEE.

o CobraNet Jo, KB HIEEIRFITH T HBEUAL” , SAMEIEMEEEHEE B2
o CobraNet MY B S EM™EM 2 & ( Ethernet ), BABEEEKH.

o CobraNet {EAEE4 IP MYELUN SNMP,  TFTP SRIMETEINEE.

Connections

e CobraNet must operate on a full-duplex network. Repeater hubs in the network are forbidden. Collisions
cannot be tolerated.

e The connection to a CobraNet device is 100 BASETX copper.

e The switch to which it is connected can communicate with other switches by any standard full duplex
Ethernet medium, including copper, fiber, 100 Mbit, gigabit and 10 gigabit.

e CobraNet can be successfully bridged over other transport mediums, such as SONET. As long as the end
links are IEEE 802.3 compliant and timing constraints are observed, it will work. Timing constraints are
covered in the section Timing.

e CobraNet will work with dedicated full-duplex wireless links, such as Tsunami.

e Wi-fi, Powerline and Homeplug are alternative Ethernet technologies that operate in half-duplex mode.
CobraNet will not work properly with these technologies. However, a PC connected to the CobraNet
network through one of these types of links can properly manage the CobraNet devices using SNMP.

e The connection to a CobraNet device must be able to auto-negotiate the connection type.

e If you are using an optical to copper media converter in the link attached to a CobraNet device, make sure
it can bridge auto-negotiation. Not all will do this, although absence of this feature is becoming less
common.

Notes:

e Low bandwidth, half-duplex links such as these can be overloaded by the large amount of traffic that can
exist on a CobraNet network. These links will support SNMP, but may still not work well due to the
bandwidth they are exposed to.

e Although CobraNet requires a 100 BASETX full duplex link, never explicitly set switch ports to operate in
this mode. This will disable auto-negotiation on the port and the attached CobraNet device will not work.

e CobraNet MFURIET ST THIFIL, FILS-RLE|HEFIFRIAEELENE. Fanirihss,
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e CobraNet IREEHYIEIZSZFE 100 BASETX copper,

o IS EBERNRIENZ EBER AR B IRESN TLUKKIRS Y, S1EHR%,
£F,100Mbit,gigabit # 10gigabit,

e  CobraNet BJLABIH S EMEREN 1 LUANR L SE4F M (SONET), REARINERERTS IEEE802.3 , FH
ARG FIRE), ERee TIE. B FBRBITERTBIERDIF4RUA,

o  CobraNet BJLUEIT X T RIF LR T4 ELaN 80w (Tsunami),

o Wifi, B NG EEFNZRRELIE R ANBHILAF I TR TERILAKRIEL K, CobraNet ARREFEIX LA TIE
TR, BR  —&Bd DAEA—MEE3ENEREE CobraNet BY PC BEFE(ER SNMP SRIEFfIHHE
I# CobraNet,

o 5 CobraNet IR HUIEE L /REENS BIENIERSER,

o UNSRHE CobraNet IREEHNEREE T YEF LN AL RS | RSB, FIFFMBAS
XA, RERSXMFEEERAE L.

e
o IR, FEWT ZRANEZRLEH CobraNet FABAYRES RBISEH, XLIERESIRE SNVP |, (B
RHETENRIEER | IR EERIFAITLE,

o RE CobraNet FTFE—> 100 BASET W TR , /KITAEIRIHEIR B BHANRO X MEL. X
SffimKEENENAIRES] | EZRT CobraNet IREFABETLE,

Traffic

e CobraNet is an IEEE registered protocol that has a protocol number (Ethertype) of 0x8819.
e There are four types of Ethernet frames used by CobraNet that will be seen on the network:
O Beat packet — only sent by a single Conductor device.

Sent 750 times per second (1 1/3 mS); the isochronous cycle.

The size of the beat packet depends on the number of CobraNet devices and audio bundles in use
on the network.

It can be as small as approx 200 bytes or can be as large as a full frame
The beat packet is always multicast

Identified by 0x00 following the Ethertype field.

Typically, any CobraNet device on the network can become the Conductor.

O Reservation packet — Sent by all CobraNet devices.
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Sent every 1 % to 8 seconds depending on network size.
Usually small.

The Reservation packet is always multicast.

Identified by 0x01 following the Ethertype field.

Audio bundle packet — Sent by any or all CobraNet devices.
Can be large or small depending on configuration.

Each device can send and receive multiple bundle packets every isochronous cycle.
Can be multicast or unicast depending on configuration.
Identified by 0x10 following the Ethertype field.

Serial bridge packet — Sent by any or all CobraNet devices.
Use is optional; will not be seen in all cases.

Can be multicast or unicast; typically multicast

Usually smaller frames.

Use to bridge low data rate asynchronous (RS-232) traffic.

Identified by 0x20 following the Ethertype field.

e CobraNet also generates and uses other types of traffic:

(0}
(0}
(0}

SNMP is used to monitor and configure the device.
TFTP is used to update the device’s firmware.
Packet bridge — The CobraNet device can be used as a NIC by an attached host processor.

Some products or implementations will use this feature in which case any type of traffic may be
seen sent or received by the CobraNet device.

No more than one bridge packet per device per every 2 isochronous cycles (2 2/3 mS) should be
seen sent or received.

e From the above, it can be seen that a CobraNet network will usually contain a finite amount of traffic of
known types.

This traffic can vary widely in makeup between multicast and unicast
The makeup of the traffic (multicast vs. unicast) will be consistent in an operational installation.
Total multicast CobraNet traffic on a network can range from less than 1 Mbit/s to all of the traffic that can

be supported on the net.

In a small network, expect to see less than 1 Mbit of multicast beat packets.
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e Asageneral rule, more than four 8 channel multicast bundles on a network will not work. The contractor
should be aware of this constraint. If you, as an IT professional, see more than four multicast bundles on
the net point this out to the audio contractor and make sure this condition is known and intended. A
multicast bundle can be identified by: destination MAC address is multicast, Ethertype = 0x8819, 1st data
byte = 0x10.

e Inthe largest network, expect to see as much as 10 Mbit of multicast beat packets.

Note: Do not configure a switch to filter multicast traffic. CobraNet depends on multicast traffic.

e A CobraNet device should not require more than 50 Mbits of bandwidth in each direction. lin most cases,
half that bandwidth is typical.

e Links between switches can require far more than 50 Mbits of bandwidth. Use gigabit links between
switches. The system contractor can relate what the bandwidth requirements of each link will be.
Over-provision between switches to insure good performance and to accommodate future changes.

B
e  CobraNet B—/NEAAY IEEE MY , 1S ( LAKMIZEEL ) 2 0x8819.
o TERBHEILIEE] , CobraNet {FAT 4 FHLAKMAELE :
® [REIEE-HH—AI Conductor IREFAIX
BARIX 750X (118 ms ) ; AL
EEEIREMNR T A/NBIR TR CobraNet IREFLARERRIESA bundle FIZIE.
BRLUNEIRE] 200 5, tRETLAKEI— N EAIM,
ELHIEASEZ B,
FLUKIZFER Z FEAY 0x00 SEIRA.

HAEM | )R R{E{R]— CobraNet IRFZEROT LAY Conductor,

® TREREUES —FRA CobraNet iZEER&RIX,
RIBREA/AN , 8112 3 8 ARIEX—IR.

EEER/IY.
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TMERHURE RS .
FRLUKRFERZ Je A9 0x01 SKIRF,
® il bundle HEE —MFLTEEEBAY CobraNet IREFAIX,
RIBECE | BRTATN,
BMREBEITUESNELSREIRAENEZZ bundle #iEE.
RIEECE | TR SIBERIE,
FBLAKM=ERZ fEAY 0x10 SKIRF,
o BITHHEHUEE —HBRELEE LAY CobraNet IREFRIX,
FIERIER | FHEEFBRIEIRERER.
LR SEE R | HERESE.
BRI,
RTHEEERREDL (RrS-232) &S,
FLUKZFER Z FERY 0x20 SEIRA.

e CobraNet tBRJLAF=4-F{E BIRYELE.

® SNMP B FsRIGMIFIRCEIRES.
® TFTP A AR EFMKEZAIEHRA.,
o EUEET - MIIn— N ELMIREEMY CobraNet IR AT LAFIE— NZ(SE L) ( NIC ),

2 CobraNet IREFEAIFMEZHTREMBENER T , RE-naE RIESERXMTIL.
BMRES 2 MELSEM (228 ms ) RRSFEST— M HIFHEEIRS.

o HLALJLRHKE | — CobraNet WP R B EHIRERIETREREIE(ES.
o  XLBERILU ZH RSB RREAEM.
o IXUEBERIERIBD (S vs. BIBISREETERFN.
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o MBHTHIZHE CobraNet BISEEBEMAZ! 1Mbit/s Bl METLSHFNFREREE

o HE—NMIREF , SBRIRSEHIRE /T 1Mbit,

o {ER—RREVHIE , T 4 1 8 IBEMIZHE bundle , MEBHHTTETIEY . FHEEMZEIREEXN
WK, MRIRER— TEWAR , KMEZT 4 1NEHE bundle , (REOZASUAERETER , FRE
XpERREMNNHBEEEMAM. 1R5IZ# bundle 97558 : BAY MAC HEIERZMY |, LAKRKIH
WEEAY=0x8819 , SB— M R T5=0x10,

o HE—NAEREF , ZRENESLIERREZENA 10Mbit,

EE  AUERERRKITIESEE(S. CobraNet (KT T ZHEERE

o —B& CobraNet IRELHEKENTIMELEEST soMbits FIHE. FAASZEIERT , HEER—FM
T e

o R ARNEERETITES T 50 Mbits RIS, ESSIRHLBERTIRIERE., REABRALIR
IR MEER KAV, (TR EHRMHFHARTH R TRFMRRFRIRI | FFEIERNSG RN

Bandwidth allocation

e CobraNet can theoretically share a network with data traffic.

e Provided that the data traffic is predominately unicast and any links shared by CobraNet and the data traffic
are provisioned to insure that CobraNet will always have adequate bandwidth, then sharing network
infrastructure can work.

Note: It is very difficult to insure what type of data traffic will exist on a network and it is very difficult to
insure enough available bandwidth on all links given the inconsistent and bursty nature of data traffic. For
this reason, segregation of data and CobraNet networks is recommended.

e Networks can be segregated by using separate switches for each network.

e Networks can be segregated by using VLANSs.

e CobraNet does not support tagged VLANs. Managed switches with port based VLAN capabilities are used to
implement a CobraNet VLAN.

e CobraNet VLANs should be given higher priority on shared links between switches.

ooy i
o IEB L CobraNet BEBBFIZURBELZE—1ML.

o WMRHIBBESEHERIEN , FHEIHTS CobraNet HEANEZMEURBSEPERINOEIFH | BEHAF
CobraNet $R#Z AT BAYHES | BRAHZRIMBEMIRIER LUER TIF,
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D RE— N MBPEEPLAERERRERN. ERARUERENA—BFRIRANY | HRATE
L.Tz%ﬁﬁiﬁ@ﬂ%ﬂ’\]ﬁﬁmxstlﬁisziﬁﬁ’ﬂo AL, HEFIEEERN CobraNet PZRH1 TR

o  HLBDBIABNREERIEN, , AR IR ML,

o TILUEITXIS VLAN RS TRMLE.

e CobraNet ASZIFHRICH VLAN, {FERETRIEHmOKIDHY VLAN SKSEH—™ CobraNet VLAN,
o EIGHIAIHZIERET , CobraNet VLAN ROZHBREANLITERK.

Switches

e Although any 802.3 compliant switch should work with CobraNet, some less expensive switches cannot
operate at wire speed or have limited queue buffer sizes and can cause problems when a large amount of
traffic exists.

e Some less expensive gigabit switches will not operate at 1 Gigabit if any port is in use at 100 Mbit.

e Itis best to avoid bargain switches and use good quality switches from reputable manufacturers.

e We strongly encourage the use of managed switches in larger projects for the following reasons:

0 They can be configured to limit broadcast storms or otherwise throttle the data rate on specific
ports. This can be a benefit to CobraNet. Do not limit the bandwidth to less than the CobraNet
device needs to operate properly.

Port mirroring capability is very useful if debugging is necessary.

Statistics logging is very useful if debugging is necessary.

Use of VLANs can be very useful in large applications.

Link aggregation can be very useful to increase bandwidth between switches and to provide a

measure of redundancy.

STP, RSTP and MSTP can be used to create fault tolerant topologies.

0 QoS can be implemented to insure that CobraNet has the highest priority.

O O O O

o

CobraNet devices themselves cannot generate or process tagged QOS packets.

Some protocols, such as VOIP, will also attempt to secure the highest priority. Be sure to consider
the types of protocols and priorities that will exist on the network in order to insure that sufficient
bandwidth and priorities are in place for CobraNet.

I

o REHTFRE 802.3 MHMYAIHAENIZ AT LAS CobraNet thREITAE , (B2 —LEERISTIENAEE
2% MEFEERBERANNMNIFFIETX , JABEERARN IS HIER-R

o RABHIT—NRHRZE 100Mbit TER , iﬁ—'ﬁﬁﬂﬂ’ﬁ:?EM@T&W#KEGE:FJE&T%{’R

o ERIFERERBRNIHAL , ERIBLFIEREERFIISRERSIHEAL.
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o FABEZEEINAERAIE P EART SRRV, , EHWT -
o EITLIBIEERRH EXE , & RFERAIEIRES, XX CobraNet BF, —
TEABEPRI CobraNet 128/ F IEARIERT T KATH .
HFERFEK , wORSEEHDZIFEE AR,
HFERFEK  FitEBEEIFEBHRY.
ERRIR A |, #/A VAN SIEEF .
HEERERIEEER | LIRS BN , FERH—ATUENTTR.
STP , RSTP LAK MSTP BEfEH# FASRBIRERIEHRTN.
SChtE QoS AR CobraNet B FAREHITLHK.

O O O O o o

CobraNet IRBABABEF-E e B IBIRCHY Qos &.

LY | 20 voIP ( MEIEZRIESS ), iR R. —EBEBFETMEH
AOTSCRBIFNINIERERE |, TR CobraNet B BB RIAR SEINTER.

Timing

CobraNet causes a best effort network technology to perform as an isochronous delivery system. In order for this
to work, certain timing constraints must be met.

e Every hop a frame takes through a switch introduces forwarding delay.

e This delay is not always consistent.

e CobraNet cannot tolerate large inconsistencies in forwarding delay.

e Total variation of forwarding delay can worsen with each switch hop.

e The maximum forwarding delay that can be tolerated is no more than 3800 uS (3.8 mS) between the
network diameter extremes.

e Whatever this delay is, up to the 3800 uS maximum, it must be relatively consistent between any two
CobraNet devices and must not vary by more than —0/+250 uS. Occasional violations of this rule can be
tolerated; chronic violations will prevent proper operation of the network.

e It has been empirically determined that the forwarding delay variability in typical 100 BASETX switches
limits the number of hops to a maximum of six between any two CobraNet devices.

e Use of gigabit links between switches increases the hop limitation due to a reduction in forwarding delay
between switches. However, the forwarding delay can still be variable and this variability, as opposed to the
average aggregate delay, is the important factor. Therefore, although more hops can be tolerated when
they are gigabit hops, it is still wise to limit the number of hops as much as possible. A properly designed
network with a balanced hierarchical layout can contain a huge number of end points while still remaining
within the six hop guideline. If your network is using more than this number of hops, it would be useful to
reexamine and optimize its layout.

e If the contractor chooses to use lower latency CobraNet settings, the number of hops that can be tolerated
will be reduced to two or three hops at 2 2/3 mS latency (or 10-15 with gig links) and one or two at 1 13 mS
latency. Consult with the system contractor on this issue to determine how CobraNet will be configured.
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Note: The above switch hop rules are guidelines only. Different results can be obtained depending on the
characteristics of an individual switch and the nature of the traffic on the network.

iRE

CobraNet PZEIXANRATREMIRINA— I RIAEHMARSE. Mt , FERELIRFHLITHE.

o  —MEZRBEII IR N PEREISS I N RIERT,

o IXMNERTFIRIRLZRUI—,

o CobraNet Fo, A BEE RIEATTFERRIA—EL

o FBARENMNSEERNEE I AIBERT &L,

o  BEBATFHRARERIER 2MEEFRINRRAEES T 3800 us (3.8 mS),

o FEXMERTRZZL , &% 3800 uS , BURIEIEEIFA CobraNet IR ZBIREXIIEER] , FE—E
A BETMZTF-0/+250 uS, (BAMIERIXMRNZTLAEZRY | KEIRERANE SIS M ERIER

=i,

o ZIGSRAF , TEELRIAY 100 BASETX AT HHIEE AFERIFE(E(TFI S CobraNet IR Z EIRIRT X MEPRHIBE
EREER KD 6.

o TEXHRNZIBMERITIRIERE | LUBINBRERPRE | XA LARD SR AL [BIRYEEARRERT. AT , FER3E

AHKRSARRI TR , HEXMAE M SINSENEL SRR EEEENER. Bt , RERZHTE
(IBkERBEBR AR  RAREZ IR BB ERAVEE AR IRE N, — M EMZI TS TEE — N ERY
PERIT  BEBEEE—PNEXNFIRREE  FITREHE 6 MERRZRRMES . MRIRIINE
FRTZTFXMENEK , RFREHeEF It erigit.

o UNSURELENIGIE(EFRIERTAY CobraNet IRE , AILIBZRRIBEAEER SR ZE 2 B 3 NMHERTE 2 23
mS FERT ( BE 10-15 T HIEANESRE ) LAK 1 B 2 DBEERTE 1 13 mS $ERY, SRGTAESEINEIX A
R , LURTEUIECE CobraNet,

38 . FEERSI PR E—LHES. BURTENIAELURMNEBESR |, ThE
BRI ERIZER.
Wiring

Data networks are more tolerant of data errors than CobraNet networks. Typical layer three and
above protocols will retransmit and retry unsuccessful transmissions. CobraNet does not do this. By
the time a dropped frame is detected, it is too late to retransmit; that isochronous cycle is gone. For
this reason it is important to ensure the integrity of the wiring prior to commissioning. Data error
rates that may go unnoticed on a typical data network cannot be tolerated on a CobraNet network.

e  Make sure all cables are properly terminated.
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e Do not use kinked cables. If a cable is kinked during installation, do not straighten it out; use a new cable.
The sensitive internal wiring twist which influences noise rejection and maximum data rate has been
damaged.

e Do not run cables parallel to AC mains lines.

e Do not run cables close to noise sources, such as motors, fans, compressors, dimmer circuits, A/C lines etc..

e If running longer links or in noisy environments, use optical fiber.

e Use Cat 5e or above for copper 100 BASETX links.

e Use Cat 6 for copper gigabit links when copper must be used. Use fiber instead of copper on gigabit links
whenever possible. The way in which data is modulated on gigabit copper makes it more sensitive to
outside interference. Therefore, when copper gigabit links must be used, pay particular attention to cable
routing and insure that the cables are not in proximity to any potential noise or interference sources. A
data integrity problem on a gigabit link may go unnoticed on a data network but will cause audio dropouts
on a CobraNet network.

e If possible, perform bit error rate tests on each link and correct problems before commissioning.

e Check switch statistics for indications of errors and dropped or malformed frames. Find the root cause and
correct it before commissioning.

e Do not exceed the maximum recommended run length of the media in use, i.e. no more than 100 meters
for copper Ethernet cables. Fiber run lengths can vary depending on cable and switch manufacturer.
Typically lengths of no more than 2 km are recommended for 100 megabit multimode fiber, 600 meters for
gigabit and 300 meters for 10 gigabit. Single mode fiber supports much longer runs but is also more
expensive and seldom used in LAN applications. Consult the documentation for the particular equipment
and wiring used in order to insure maximum lengths are not exceeded.

Note: A large CobraNet network can sometimes be complex to commission. Make sure the
systems contractor only has to focus on his own tasks and does not have data integrity issues
to debug as well. Insure that the network is operating as required before handing it over to
the contractor.

L3

HIERBAIBIEREIELL CobraNet §F, HiEUH , = RR LA ERIMSOG UL LR BIHAMIIATAIE. CobraNet
"2IXAM. FEENEIEFAIMBIHRELS NRMAEENRAX | BXEAMEREET. BFXNMER , £
M TZARRIELNE  X—RIREE. THERENEP A e RERRIEIEIRIDZIE CobraNet 48
ToEB2.

o T{REFERIER AR IEREIbERLE,

o FE(ERALAIBL. INR—IRBLELRISHIHS | FEEERIE ; ER—RFAIEBL. SRS
DA IR AR ERA N EREURAIR L E E IR,

o FESRREBELHITHIR.

o FEESEFFRUNEN. KB, E48ETl. R, TRBEERE RIEErtmigEss.

o WIRIEERKEENREL , BPALRNL.
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o $A//ERAY 100 BASETX JERE(EF CAT 5e BiE R AEAIERALR,

o ANERAITIRADERZAER CAT 6, {HEaJgeER T , ETFIADEREPERAENRE. BENET
JERBVEIREHI A S EXIINR T ENEUR. Bt , ZAERREN RIS , B4F5FEE
RERH , H ERRBSSHIBENEEIITHRAT—ENIEE. EEIEMEF , FIEMiERN—
MNUESTEEME NIRRT BEHE 0% | {B21E CobraNet MG S5 S IRE.

o WRARE , EHIETZENTEMNEENTIHRRIERINSFHA EER.

o MERENAITEIEER. 20, BEMRER. BTk BiRAREFHRR A,

o AEFEABIHEFNSEANRETRKER  EHE BN RUKKBEAEEET 100 2K, YAE
ITIKERUR TSI SRS, BRI , 100 JkSECAHEEARRIY 2km , FILMBIAHRIY 600
X, 10 FIEMAIARIBIT 300 K, BENASISNIEEERK , BERR/DHET LAN N, EREXIES
B |, ARREL S ERITRARITKE,

iEE | — KR CobraNet MEBRASLRER. MERFABHRAFTERETMMECHES  FEMBIR
BRI, ERRGRERZA , FIRNER LURIRERFHI TR,

SREEWV
zhujy09@163.com
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